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[bookmark: _Toc357778577]Release Summary
This document covers the release notes for the Care360 2013.2 release. It provides a description of the functional changes that have been implemented since the previous release, Care360 2013.1, on March 9, 2013.
Care360 Labs & Meds. Includes the following enhancements:
System requirements enhancements.
Tasks enhancement.
Care360 ePrescribing. Includes the following enhancements:
Pharmacy enhancements.
Prescription template enhancement.
Clinical attachments enhancement.
Frequency enhancements.
Medication reconciliation enhancements.
Care360 EHR. Includes the following new features and updates:
Provider orders enhancements.
Encounter note enhancements.
New master system encounter templates.
Immunization reporting enhancements.
Patient problems enhancements.
Manage location enhancements.
Care360 System Administration. Includes the following updates:
Security enhancements.
Messaging enhancements.
State configuration enhancement.
Pharmacy enhancements.
New option for exporting patient data.
System requirements enhancements.
Defect Fixes
Known Issues
[bookmark: _Toc220143720][bookmark: _Toc357778578]Functional Changes/Enhancements 
Labs & Meds
The Care360 Labs & Meds 2013.2 release includes the following new features and updates: 
[bookmark: _Toc325536264][bookmark: _Toc357778579]System Requirements Enhancements
Additional software is now supported for Labs & Meds and Care360 EHR, including the following:
Microsoft Windows 8 operating system. 
Microsoft Internet Explorer® 10 web browser.
Note:  In order for the application pages to display correctly in Internet Explorer 10, users should launch the browser from the Windows 8 desktop mode, instead of the Windows 8 Start screen. In order to assist users with switching to desktop mode, any user who launches Internet Explorer 10 from the Start screen and then accesses the application’s Login page, will be prompted to switch to desktop mode. They can switch to desktop mode by clicking Open from the prompt. If a user accesses the site while in desktop mode, they will not receive the prompt. 
While viewing the prompt, users can also choose to close the prompt without switching modes, or ask to never be prompted on the site again. If they close the prompt, the next time they start their computer, launch Internet Explorer 10 from the Start screen, and then access the application’s Login page, they will receive the prompt. If a user asks to never be reminded, and wants to switch to desktop mode while viewing the Login page at a later time, they can do so by clicking the tools button () and then clicking View on the desktop from the tools menu items.
[bookmark: _Toc357778580]Tasks Enhancement
In the Assigned User list on the Tasks tab (Message Center >Tasks), a View All item has been added which allows users to view all tasks for the organization. Previously, clicking the remove icon () next to the selected assigned user automatically displayed all tasks for the organization. Now clicking the remove icon simply removes the assigned user, and the contents of the tasks list does not change until an item is selected in the Assigned User list.  
[bookmark: _Ref320537582][bookmark: _Toc321752599][bookmark: _Toc336605460][bookmark: _Ref337453696]
[bookmark: _Toc321302780][bookmark: _Toc357778581]Functional Changes/Enhancements 
ePrescribing
[bookmark: _Toc295150531][bookmark: _Toc296586899]The Care360 ePrescribing 2013.2 release includes the following new features and updates:
[bookmark: _Toc354402584][bookmark: _Toc357778582]Pharmacy Enhancements
The following enhancements have been made for searching, adding, and selecting pharmacies:
When adding a pharmacy on the Change Pharmacy dialog box (accessed from the Rx pad) or Create a Pharmacy page (accessed from Favorite Pharmacies page), a new Pharmacy Type area is now available where users can select the check box next to Specialty or Long Term Care to assign an additional pharmacy type to a retail pharmacy. The pharmacy type appears anywhere pharmacy details appear in the application, such as pharmacy search results or favorites lists. 
When searching for a pharmacy on the Change Pharmacy dialog box (accessed from the Rx pad), Manage Patient Pharmacies dialog box (accessed from the patient’s summary > Edit/View Details > Demography tab), or Favorite Pharmacies page (accessed from Admin > Favorite Pharmacies), users now have the option of searching by pharmacy type. To search by pharmacy type, in the Pharmacy Type area, users can click Retail to search on all retail pharmacies, or additionally select the check box next to Specialty and/or Long Term Care to search on a specific type of retail pharmacy. 
[bookmark: _Toc352669562][bookmark: _Toc352669561][bookmark: _Toc357778583]Prescription Template Enhancement
Enhancements have been made to the prescription template used for New Jersey so that all required information is contained within the upper-left quadrant of the official New Jersey prescription paper.
Note: No changes were made to the fax template.
[bookmark: _Toc357778584]Clinical Attachments Enhancement
The  Allergies/Adverse Reactions tab has been renamed Allergies on the clinical attachments dialog boxes (Export Clinical Clinical Attachments, Print Clinical Attachments, and Attach Clinical Activities).
[bookmark: _Toc357778585] Frequency Enhancements
The following items have been added to the Frequency list on the Sig. details dialog box:
q6mo – Every six months
QY – Every year
[bookmark: _Toc355350020][bookmark: _Toc357778586]Medication Reconciliation Enhancements
A Last Modified date and label have been added to all sections in the reconciliation dialog box to identify the date the medication was last updated (last documented, ordered, prescribed, refilled, dispensed or edited). A Date Issued label has been added to all sections in the reconciliation dialog box to identify the original issue date. The Active Medications heading has also been renamed Care360 Active Medications to indicate the source of the data.


[bookmark: _Toc321302782][bookmark: _Toc357778587]Functional Changes/Enhancements 
Care360 EHR
[bookmark: _Toc301078006]The Care360 EHR 2013.2 release includes the following new features and updates: 
[bookmark: _Toc357778588]Provider Orders Enhancements
The following enhancements have been made to the Labs tab of the provider orders dialog box:
When a lab order is written using streamlined order entry, the patient’s insurance eligibility is verified. In response to this eligibility check, users may be prompted to update the patient’s information including demographics, insurance, or guarantor. After the patient information is updated in streamlined order entry, the  patient's demographic information is also automatically updated in the patient’s summary, as well as the patient header that appears in the provider orders dialog box.
The Add button has been renamed Save to Orders.
Note: This particular change also applies to the Radiology tab.
When completing a full lab order in the provider orders dialog box, the button to Return to Partial Lab Order has been renamed Complete Lab Orders Later.  
When writing a lab order, users can view the individual lab tests or components included with a lab panel by hovering over a new directory of service icon (). The icon is available for test codes in the favorite tests list, selected tests list, and review orders page; however, it does not appear in the queue. Clicking the directory of service icon displays the Directory of Service dialog box where the user can view additional information for the lab test. If the test being viewed in the Directory of Service dialog box was accessed from the favorites list, and has not already been added to the selected tests or review page, then users can optionally click Add in the Directory of Service dialog box. If the test being viewed has been added to selected tests list or review page, then users can optionally click Remove in the Directory of Service dialog box to remove the test from the order completely.
While reviewing lab orders for Medicare patients from the provider orders dialog box , an initial check is performed to determine if a selected test requires completion of an advance beneficiary notice (ABN), or ask-at-order-entry (AOE) or templates responses. If additional information is required, an advisory message symbol () displays next to the Assign list, and the user can only select a user within their organization; the Quest PSC/IOP option is unavailable for placing the order on hold. In addition, the message text indicates that the Quest PSC/IOP option is not available because one or more of the selected tests on the order require an ABN, or AOE or template responses.
[bookmark: _Toc357778589]
Encounter Note Enhancements
The following enhancements have been made for encounter notes:
[bookmark: _Toc357778590]User Interface Enhancements
The following enhancements have been made to the elements at the top of the SOAP note:
Date of Service and Associated User have been moved to the same line as Clinical Note ID#, on the left-hand side of the SOAP note.
The selected template name and Select Template link have been moved to the right-hand side of the note. 
In the encounter type list, Office visit with provider has been renamed Visit with provider, Office visit with clinician has been renamed Visit with clinician, and Not an office visit has been renamed Not a visit. 
[bookmark: _Toc346184047][bookmark: _Toc357778591]Chief Complaint and History of Present Illness Enhancements
Enhancements have been made to the workflow for entering a chief compliant (CC) and history of present illness (HPI) during an encounter. Now when the CC & HPI link is clicked, the Enter CC/Select  HPI Form dialog box is launched where users will be able to enter a CC, and then select an HPI form from a drop-down list for each CC added.  The HPI forms list includes the following:
Pre-defined forms –  
	Abdominal Complaints
	Headache Complaints

	Acute Back Pain
	Medicare Annual Wellness Assessment

	Acute Neck Pain,
	Medicare Subsequent Annual Assessment

	CAD Follow Up
	Medicare Transition of Care Management

	Chest Pain
	Medicare Welcome Assessment

	Chronic Pain Evaluation
	Pelvic Pain Female

	COPD Follow Up
	Pre-Op Non-Cardiac Surgery

	Depression/Anxiety Evaluation – Adult
	Respiratory Symptoms

	Ear Complaints – Adult
	Smoking Cessation Evaluation

	Ear Complaints –  Pediatrics
	Urinary Incontinence Women

	Endometriosis
	Urinary Symptoms

	First Trimester Bleeding
	Vaginal Symptoms


Free Text form (default selection) which allows users to enter a free text description.
Standard Form option which allows users to enter HPI data as they did in the old Enter Chief Complaint dialog box. 
In addition, users will have the opportunity to add up to five CC’s. 
If a user wants to enter only chief complaints without documenting the history of present illness at the same time, they can do so by typing the data in the Chief Complaint box(es) on the Enter CC/Select  HPI Form dialog box, and then clicking Save and Close. If a user wants to add HPI data, they can do so by selecting an HPI form(s) on the Enter CC/Select  HPI Form dialog box, and then clicking Enter HPI to access the Enter HPI dialog box. 
The Enter HPI dialog box has tabs for navigating between selected HPI forms as well as an Edit CC button for returning to the Enter CC/Select HPI  Form dialog box. Entering patient data in the Enter HPI dialog box works similarly to entering review of system or physical exam data. It has boxes for entering free text, Yes/No buttons and check boxes for selecting line items, and options to add systems, or enter additional line items or comment.  The ability to click a line item and access additional line items for capturing detailed information, however, is unique to documenting history of present illness.
After adding CC and HPI information to an encounter note, users can edit in three ways; by clicking the CC or HPI data in the body of the SOAP note to make changes to the history of present illness, by clicking the CC & HPI link to make changes to the history of present illness, or by clicking the Edit CC link in the body of the note to make changes to the patient’s chief complaints. If a user enters data and then decides to switch HPI forms, they will receive a warning that the data will be lost.
When printing a SOAP note with HPI and CC, or viewing in the SOAP note, those sections will resemble the tiered structure seen when adding or editing the responses in the HPI dialog box. Any additional comments that are added display, but are not labeled with “Additional Comments.”
Note: For CC and HPI data entered prior to the forms functionality being available, users will still have the ability to view, edit, or print this data using the old functionality. 
[bookmark: _Toc357778592]Signature Enhancements
Users can now finalize and sign encounter notes. Specific enhancements include the following:
When finalizing an encounter note, users can now indicate that they are finalizing and signing the note in a single click. The button previously labeled Finalize has been renamed Finalize and Sign. In addition, the message that displays when a user clicks the Finalize and Sign button now includes wording about signing, the text at the top of a finalized SOAP note indicating who finalized the note and when it was finalized now says Finalized and Signed, and PDFs of signed notes include the finalized and signed verbiage. 
When adding an addendum to a finalized and signed encounter note, users now have the option to either Save or Save and Sign, as follows:
If a user wants to add and sign off on the addendum themselves, they can click the Save and Sign button in the Add Addendum dialog box. The addendum text indicates that the addendum has been added and signed. 
If a user wants to save the addendum, but have another user sign off on the text, in the Add Addendum dialog box they can add comments, optionally click a user in the Associate User list (to indicate which user needs to sign off on the addendum), and then click the Save button. The note appears in both the finalized and in progress lists. To sign off on the addendum, a user must open the encounter note, click the Add Addendum button to access the Add Addendum dialog box, and then click Save and Sign. After the new addendum is signed, the finalized note no longer displays in the Notes in Progress lists accessed from the QuickView page or from a patient’s summary, only the finalized Clinical Notes section and view all finalized Clinical Notes page.
Notes: 
On the view all Notes in Progress list accessed from the QuickView page and all Notes in Progress page accessed from a patient’s summary, a Status column has been added to indicate whether the note is
in progress or has an unsigned addendum.
Clinical notes with unsigned addenda can still be selected in the clinical attachment pickers. 
When an addendum is added to a finalized note by the system, such as when an order is updated, the note displays in the finalized notes lists as well as the notes in progress lists; however, system addenda do not require a signature.
The ability to sign encounter notes is also available for historical notes, or notes already in-progress or finalized prior to this feature’s implementation. The following rules apply to historical notes:
For in-progress notes, users can access a note in the  Notes in Progress section or view all Notes in Progress page from a patient’s summary, and then finalize and sign the note. 
For finalized encounter notes, users can access a note in the Clinical Notes section or view finalized Clinical Notes page from a patient’s summary, add an addendum, and then either save or save and sign the addendum. The existing text indicating who finalized the note and when it was finalized remains the same.
For finalized encounter notes with an existing addendum, users can access a note in the Clinical Notes section or view finalized Clinical Notes page from a patient’s summary. The existing text indicating it is a finalized note, as well as and the addendum text, remain the same. If a user chooses to add another addendum to the note, then they can either save or save and sign the addendum. 
[bookmark: _Toc348440279][bookmark: _Toc325536274][bookmark: _Toc348440520][bookmark: _Toc357778593]New Master System Templates
The following master encounter templates and related section templates have been added to the application:
Medicare Welcome Visit.
Encounter template name: Medicare_Welcome_Visit_M
Section templates:
· Medicare_Welcome_Visit_ROS_M 
· Medicare_Welcome_Visit_PE_M 
· Medicare_Welcome_Visit_Hx_M 
Medicare Transition of Care.
Encounter template name: Medicare_Transition_of_Care_M
Section templates:
· Medicare_TOC_ROS_M 
· Medicare_TOC_PE_M 
· Medicare_TOC_Hx_M 
Medicare Annual Wellness Visit.
Encounter template name: Medicare_Annual_Visit_M
Section templates:
· Medicare_AWV_ROS_M 
· Medicare_AWV_PE_M 
· Medicare_AWV_Hx_M 

Medicare Subsequent Annual Visit.
Encounter template name: Medicare_Subsequent_Annual_M
Section templates:
· Medicare_Subsequent_AWV_ROS_M 
· Medicare_Subsequent_AWV_PE_M 
· Medicare_Subsequent_AWV_Hx_M 
Depression/Anxiety Adult.
Encounter template name: Depression_Anxiety_Adult_M
Section templates:
· Depression_Anxiety_Adult_ROS_M 
· Depression_Anxiety_Adult_PE_M 
· Depression_Anxiety_Adult_Hx_M 
Endometriosis.
Encounter template name: Endometriosis_M
Section templates:
· Endometriosis_ROS_M 
· Endometriosis_PE_M 
· Endometriosis_Hx_M
First Trimester Bleeding.
Encounter template name: First_Trimester_Bleeding_M
Section templates:
· First_Trimester_Bleeding_ROS_M 
· First_Trimester_Bleeding_PE_M 
· First_Trimester_Bleeding_Hx_M
School Physical 5-6 Years Old.
Encounter template name: School_Physical_5-6_Yrs_M
Section templates:
· School_Physical_5-6_Yrs_ROS_M 
· School_Physical_5-6_Yrs_PE_M 
· School_Physical_5-6_Yrs_Hx_M

School Physical 11-14 Years Old.
Encounter template name: School_Physical_11-14Yrs_M
Section templates:
· School_Physical_11-14Yrs_ROS_M 
· School_Physical_11-14Yrs_PE_M 
· School_Physical_11-14Yrs_Hx_M
School Physical 15-18 Years Old.
Encounter template name: School_Physical_15-18Yrs_M
Section templates:
· School_Physical_15-18Yrs_ROS_M 
· School_Physical_15-18Yrs_PE_M 
· School_Physical_15-18Yrs_Hx_M
Sports Physical.
Encounter template name: Sports_Physical_M
Section templates:
· Sports_Physical_ROS_M 
· Sports_Physical_PE_M 
· Sports_Physical_Hx_M
[bookmark: _Toc357778594]Immunization Reporting Enhancements
The following enhancements have been made for immunization reporting:
From the Immunization Registry Messages section of the Organization Preferences page (Admin > Organization Preferences), delegated administrators can specify authorization credentials issued by the immunization registry for the organization. Not all registries require authorization credentials; however if authorization credentials are required, the registry cannot be made active (On) until the credentials have been entered. 
If credentials have not been entered previously, an Enter Login link displays next to the registry in the list. Clicking the Enter Login link displays the Enter Login dialog box. If credentials have been entered previously, the link is named Update Login, and clicking the link displays the Update Login dialog box. 
When managing an administered vaccine (Prescriptions > Administer Medications), users reporting to the Washington State immunization registry can now select Private/Commercial Insurance (only valid in WA) in the Funding Program Eligibility list. The  Local-specific eligibility item has also been renamed Local-specific eligibility (not valid in WA). 
Note:  The Private/Commercial Insurance (only valid in WA) label is associated with a VFC code of  "V10”. When the vaccine is reported to a registry, both the label and the code appear in the HL7.
[bookmark: _Toc353456981][bookmark: _Toc357778595]
Patient Problems Enhancements
When adding or editing patient problems, users can now include both ICD-9 and SNOMED code/descriptions for the problem. Additional enhancements have been made to pages and dialog boxes where problems data displays. Specific enhancements include the following:
The view all patient problems page has been enhanced as follows:
The Code column displays both codes for the problem.
The Descriptions column displays the primary code’s description or if a free-text problem, the free text description. To view both codes and their descriptions and onset data, users can hover over the description. 
Note: The primary code is the code initially selected by the user; the secondary coincides with the primary.
The Problems section of the patient summary displays the primary code’s description, or if a free-text problem, the free text description. To view both codes and their descriptions and onset date, users can hover over the problem’s description.
On the Add Problem dialog box, a new code type drop-down list has been added next to the Code/Description box.  To specify the code type for a problem, users can click either SNOMED or ICD-9 in the list (SNOMED is the default). After the primary code has been selected, a new text box displays for the secondary code. For example, if SNOMED is the primary code, then a text box labeled ICD-9 displays with the related ICD-9 code automatically populated. Users can click the clear icon () next to the code to delete the pre-populated secondary code and select or search for another code. If the primary code is cleared, the secondary code is also cleared and the user must select both codes again. If free text is entered for the primary code, a user receives a message indicating the value will not be saved as a code, and the secondary code text box does not display.
Note: If there is no secondary code available for the primary selection, a message displays to the user in the secondary text box instead of a pre-populated code/description. In addition, free text cannot be entered for secondary codes.  This applies to adding and editing problems.
On the Edit Problem dialog box, the primary code/description is read-only and the user cannot change the code; however if necessary, the user can mark the problem erroneous. A user can edit or delete the secondary code when the text box is available. If the primary code was entered as free text, the secondary text box is hidden, and a secondary code cannot be added to the problem. 
When pulling a patient’s problems into a SOAP note, the primary code ( for ICD-only), description, and onset date display for each problem. This information also displays in the Problems section of the SOAP note PDF.
When adding a diagnosis to an encounter note, SNOMED descriptions are now available in the list of patient problems accessed from the Code/Description box. 
When viewing or printing a patient’s face sheet, the primary code and description, and onset date displays in for each problem. In addition, the ICD Code column in the Active Problems section of the facesheet has been renamed Code.
On the Export Clinical Attachments, Print Clinical Attachments, and Attach Clinical Activities dialog boxes, the Problems tab has been enhanced as follows:
The  ICD Code column has been renamed Code.
The Problem column displays the primary code’s description. To view both codes and their descriptions, users can hover over the description in the Problem column. 
The Code column displays both codes for the problem.
[bookmark: _Toc348440283][bookmark: _Toc357778596]
Manage Locations Enhancements
The following enhancements have been made for managing locations:
The Manage Org/Location IDs link available from the Admin menu for delegated administrators has been renamed Manage Locations, and opens the Manage Locations page. The following additional enhancements have been made to the Manage Locations page:
The Add ID button has been renamed Add Location.
The Name column has been renamed Location Name. 
The Add Organization/Location ID dialog box has been renamed Add Location, and the Edit Organization/Location ID dialog box has been renamed Edit Location.  The following additional enhancements have been made to the add and edit dialog boxes:
A new Use for Vaccination Registry check box is now available from the add and edit location dialog boxes. This check box displays to delegated administrators whose organization subscribes to the Immunization Reporting premium service. When the check box is selected, the existing fields related to managing an organization-level or location-level registry ID display.
Note: If the Use for Vaccination Registry check box is cleared, only fields related to specifying a visit location display. This is related to a future Meaningful Use Stage 2 feature which is not part of the 13.2 release that allow users to specify a location for the encounter visit from a SOAP note. 
The Name field available when entering immunization information, has been renamed Location Name and Organization Name (depends upon whether Organization or Location is selected for ID Type).

[bookmark: _Toc295150728][bookmark: _Toc301078037][bookmark: _Toc321302785][bookmark: _Toc357778597]Functional Changes/Enhancements 
System Administration
[bookmark: _Toc301078038]System Administration includes the following new features and updates: 
[bookmark: _Toc343092139][bookmark: _Toc357778598]Security Enhancements
The following enhancements have been made to improve application security:
After Active Directory Authentication is implemented, users that are identified as employees in the Care360 System Administration application will be required to use their System Administration user name and network password when logging into the System Administration application. 
The first time the employee user logs in after the security improvements are implemented, they must enter their System Administration application user name and password on the existing Log in page as usual, but then they will be prompted to enter their network user name and network password on a secondary Network Log in page. After successful validation, employee users must use their application user name and network password for subsequent logins. 
Notes: 
When the employee's network user name exists in the system, it will be displayed automatically in the User Name field on the Network Log in page. This applies to employee users in the System Administration application as well as Care360 Labs & Meds application.
Once an employee is authenticated using Active Directory, Employee - AD Authenticated appears next to the Employee check box (when viewing or editing user details). This applies to employee users in the System Administration application as well as Care360 Labs & Meds application.
Employees who make three unsuccessful attempts to log in to the System Administration application will have their administration account locked. For assistance with getting their account unlocked, employees must contact support.
By default, when a new System Administration user is added, they are marked as an employee (Employee check box is selected on user details page). Only PSG Super Admins can manage a System Administration user’s employee designation.  
Based on established security protocols, only PSG Super Admins are permitted to change the Employee ID, Network ID, User Type, and Employee Sub-type for a System Administration application user or a Labs & Meds application user. When a PSG Super Admin makes changes to these fields, they must provide a reason for the change. In addition, if a PSG Super Admin changes an employee user's user type or network ID, the next time the user logs into the application, they must re-validate their network credentials using active directory authentication.
Note:  First Tier Support and Enrollment Associates have access to, but are not authorized to add or change, employee information including Employee ID, Network ID, User Type, and Employee Sub-type.

Employee users can only access the Labs & Meds application from a trusted network, which includes either being onsite at a Quest Diagnostics facility or by using the company’s virtual private network (VPN). If necessary, however, established security protocols permit a PSG Super Admin, First Tier Support, or Enrollment Associate to set a temporary override for an employee who has been denied access to the Labs & Meds application due to a trusted network restriction.
PSG Super Admin, First Tier Support, and Enrollment Associate users  may set the override while viewing the user’s details in System Administration, by selecting an override duration in the IP Filter Override list (in the Login Information area), and then adding a reason for performing the override in the Add Note area. If the override is set to one hour, the employee must log in within the next hour, but once logged in, the employee will remain logged in until the session expires due to inactivity, or until the user logs out. Once the user's session has ended, and the override period has expired, the user can only log into the Labs & Meds application from a trusted network.
A new Patient Services option has been added to the Employee Sub-type list. This option should be used when setting up users who are PSC group leads, managers, supervisors or directors.
In order to apply the Active Directory Authentication and trusted network restriction to a small group of employees at a time, new user types will assigned to employee users via the User Type (Domain) list. 
New user types that are associated to domains with the Active Directory Authentication and trusted network restriction enabled include the following: 
· MedPlus Active Directory 
· Quest Active Directory 
· Ameripath Active Directory 
· Focus Active Directory 
· JV - MACL Active Directory 
· JV - CompuNet Active Directory 
· JV - ACL Active Directory 
· JV - DLO Active Directory 
Existing user types (MedPlus, Quest, Ameripath, Focus, JV – MACL, JV – CompuNet, JV- ACL, JV –  DLO, and JV – Sonora) will be re-configured so that their associated domain does not have the Active Directory Authentication and trusted network restriction enabled. 
New user types that are associated to domains with the Active Directory Authentication enabled, but trusted network restriction disabled include the following: 
Note: The IP Exception user types were created for employees whose job frequently requires them to access Labs & Meds from non-trusted networks, like sales and other employees using our mobility devices.
· MedPlus IP Exception 
· Quest IP Exception 
· Ameripath IP Exception 
· Focus IP Exception 
· JV - MACL IP Exception 
· JV - CompuNet IP Exception 
· JV - ACL IP Exception 
· JV - DLO IP Exception
In order to monitor the actions of administrator users within the System Administration application, a new Audit Trail report link has been added to their user details page (this link already exists on user details for Labs & Meds application users). Auditable actions include the following:
When Employee ID, User Type, Network ID,  Employee Sub-type, IP Filter Override for employee, or the Employee flag are edited for a user, the system will add an entry to the Audit Trail report.
When the Employee ID, User Type, Network ID, or Employee Sub-type is edited for a user, the following values are included in the Audit Trail report entry: 
· Activity date = Current date/time
· Action performed = UPDATED
· Action performed by = current logged-in user
· SysAdmin = Yes
· Field modified = the name of the field that changed (Employee ID, User Type, Network ID, or Employee Subtype)
· Old value = capture original value
· New value = capture new value
· Org name = leave blank
· When an IP Filter Override duration is set for a Labs & Meds application employee user, the following values are included in the Audit Trail report entry: 
· Activity date = Current date/time 
· Action performed = UPDATED
· Action performed by = current logged-in user
· SysAdmin = Yes
· Field modified = Temporary Override
· Old value = capture original value
· New value = capture new value (e.g. override expiration date/time stamp)
· Org name = leave blank
· When the Employee flag is edited for a System Administration user, the following values are included in the Audit Trail report entry: 
· Activity date = Current date/time
· Action performed = UPDATED
· Action performed by = current logged-in user
· SysAdmin = Yes
· Field modified = Employee Flag
· Old value = capture original value
· New value = capture new value
· Org name = leave blank
[bookmark: _Toc357778599]Messaging Enhancements
Prior to the security enhancements rollout, a broadcast message detailing the rollout will display for all employee users of the Labs & Meds application, and a banner message will display for all employee users  of the System Administration application. In order to target the Labs & Meds application message to employees only, a new Message Filter drop-down list with an Employee option has been added to the Add Broadcast Message page in System Administration. The banner message for System Administration users will be defined in the EmployeeRollOutToADMessage= field of the Care360-app.properties file.  Users can also search for broadcast messages that have been targeted to an employee by selecting Employee from the Message Filter on the Search for Broadcast Messages page.
Note: These enhancements do not apply to Lab Orders and Results (LOR). You cannot set or view broadcast messages for LOR users in the System Administration application.
[bookmark: _Toc357778600]State Configuration Enhancement
When adding or editing information for New Jersey from the Manage State Configurability page, users can select the Include DEA Number Only check box to include only the DEA number on printed prescriptions. This is necessary since all other information is already included on New Jersey prescription paper. 
[bookmark: _Toc357778601]Pharmacy Enhancements 
The following enhancements have been made for searching, adding, and selecting pharmacies:
When adding a pharmacy on the Add a Pharmacy page (accessed from Add > Pharmacy), a new Pharmacy Type area is now available where users can select the check box next to Specialty or Long Term Care to assign an additional pharmacy type to a retail pharmacy.  
When editing a pharmacy on the Edit Pharmacy page (accessed by performing a pharmacy search and then clicking the Edit link in the Actions column of the search results), users can change the pharmacy type selection. To change the pharmacy type selection in the Pharmacy Type area, users can optionally select or clear the check box next to Specialty or Long Term Care to assign an additional pharmacy type to a retail pharmacy. 
When searching for a pharmacy on the Search for a Pharmacy page (accessed from Search > Pharmacy), users now have the option of searching by pharmacy type. To search by pharmacy type, in the Pharmacy Type area, users can click Retail to search on all retail pharmacies, or additionally select the check box next to Specialty and/or Long Term Care to search on a specific type of retail pharmacy. 
From the pharmacy search results list, users can do either of the following to view a pharmacy’s assigned type:
Hover over the pharmacy name. 
Click a pharmacy’s name to view its details on the View Pharmacy page.
[bookmark: _Toc357778602]Data Export 
System Administration users assigned the PSG Super Admin role can export all patients and their data for a single provider within an organization, or all patients and their data within an organization that do not have a primary provider assigned. To complete the export, PSG Super Admin users can click the Export Patient Data link available from the Org Details tab, and then click either a provider’s name or No Provider Assigned in the Export patient data from selected provider list. All patients regardless of status are included in the exported Consolidated CDA (Clinical Document Architecture), and patient consent does not apply. A confirmation message displays when the export is complete.
[bookmark: _Toc357778603]System Requirements Enhancements
Additional software is now supported for Care360 System Administration, including the following:
Microsoft Windows 8 operating system. 
Microsoft Internet Explorer® 10 web browser.
Note: In order for the application pages to display correctly in Internet Explorer 10, users should launch the browser from the Windows 8 desktop mode, instead of the Windows 8 Start screen. In order to assist users with switching to desktop mode, any user who launches Internet Explorer 10 from the Start screen and then accesses the application’s Login page, will be prompted to switch to desktop mode. They can switch to desktop mode by clicking Open from the prompt. If a user accesses the site while in desktop mode, they will not receive the prompt. 
While viewing the prompt, users can also choose to close the prompt without switching modes, or ask to never be prompted on the site again. If they close the prompt, the next time they start their computer, launch Internet Explorer 10 from the Start screen, and then access the application’s Login page, they will receive the prompt. If a user asks to never be reminded, and wants to switch to desktop mode while viewing the Login page at a later time, they can do so by clicking the tools button () and then clicking View on the desktop from the tools menu items.

[bookmark: _Toc357778604]Defect Fixes
Care360 Labs & Meds 2013.2 also contains fixes for the following defects:
[bookmark: _Toc357778605]Clinical
	ID
	Module
	Problem and Resolution

	DE76
	Printing - Tasks
	Problem. When printing a task from the view all Tasks screen, a pop up error message was displaying rather than the PDF.
Resolution. Fixed the filter to get the logged in user id when printing a task.

	DE97
	Tasks
	Problem. When selecting long name for Assigned User from the existing task, assigned user name is running out of the box.
Resolution. Fixed the issue by forcing longer names to wrap in the assigned user field on task screen.

	DE81
	Patient Reminders
	Problem. When a user selects a task with a patient in context, and then opens another  existing task that does not have a patient in context, the demographic information from the previously viewed patient is being retained on the Task lightbox.
Resolution. Fixed by resetting new demographics field to blank in  the reset method.

	DE252
	Demographics
	Problem. Date of Birth (DOB) for patient showing different on billing & demographics tabs.
Resolution. Fixed the GWT code to now properly translate the DOB.

	DE302
	Demographics
	Problem. The Guarantor's DOB was displaying the previous day on the Billing tab of the patient demographics screen.
Resolution. Fixed a GWT timezone issue which caused the DOB to be off by one day.

	DE395
	Demographics
	Problem. Incorrect age showing for newborn patient  born in the month of January.
Resolution. Refactored the TimeSpan diff to properly convert the DOB for a newborn patient that was born in the month of January.

	DE364
	Inbound Demographics
	Problem. Patient contact information is not getting populated with information from the hl7 file when the respective hl7 file has been processed through the inbound demographic tool, and which also has the Patient Relationship field set to “Self".
Resolution. Fixed the code to display the Patient Relationship on the UI when it's received via an Inbound Demographics hl7 file.

	DE485
	Inbound Demographics
	Problem. When insurance information is received via inbound demographics, the last modified date and time is incorrect when it’s being sent via outbound demographics.
Resolution. If information data is updated via inbound demographics, use the insurance modified date.

	DE175
	Patient Summary – Recent Requisitions
	Problem. Recent Requisitions short list never loaded when patient had many lab results (154).
Resolution. Code was refactored to handle a larger number of lab results.

	DE479
	Lab Orders
	Problem. When user selects More > Limited Coverage Supply Look Up, the Search bar is out of alignment.
Resolution. Fixed the width of the LOR ICD Code Input field so that the search bar is within the alignment.

	DE58
	ePrescribing
	Problem. Sorting by Date Issued in the Medications history and Supplies/Claims History tab was not accurate.
Resolution. When the date issued is null, the date displayed is the clinically relevant date, but the sort was sorting only with the null values.

	DE75
	ePrescribing
	Problem. Suffix for provider is NOT getting displayed for administered medication on view all Medications page.
Resolution. Added logic that adds the provider suffix while creating administered medications.

	DE123
	ePrescribing
	Problem. Formulary Alternatives were not displaying in the SIG lightbox when a reported med was selected from the Active Meds list.
Resolution. Fixed Set boolean flag to default to true and now formulary alternatives are displayed when a reported med is selected from the Active Meds list.

	DE182
	ePrescribing
	Problem. When denying a medication, and selecting a denial reasons from the drop-down list. The list of denial reasons are not populating.
Resolution. Changing denial reason javascript to true to get data everytime from server, the list of denial reasons populated.

	DE188
	ePrescribing
	Problem. Select a pharmacy that does not have a fax and try to approve the medication, the medication remains on the RxPad and the message "The Prescription is being processed." is incorrectly displayed.
Resolution. Added the validation code in to display  blank fax number if it is null and "the correct message displays.

	DE376
	ePrescribing
	Problem. There is no disclaimer at the bottom of the patient summary page in Former ePrescribing organization.
Resolution. Added the disclaimer to the bottom of the Patient Summary.

	DE425
	ePrescribing
	Problem. Pharmacy can not distinguish between dose amount and frequency when the frequency “bid” is translated into “2 times a day”. This is when prescribing a supply only.
Resolution. A DB script was run to fix the issue, for  latin to English translation in frequencies when scripts are faxed or printed  to fix the issue.

	DE484
	ePrescribing
	Problem. When writing a prescription for a supply, and saved as pending,  the audit entry displays as 'Create Prescription', instead of 'Create Supply'.
Resolution. When writing to the audit log, added a check to see if the prescription was a drug or supply.

	DE553
	ePrescribing
	Problem. Blank SIG information displayed on the Medications History page.
Resolution. The fix has been provided to populate the missing field. 

	DE117
	Patient Allergies
	Problem. Sort is incorrect on the view all Allergies/Adverse Reactions screen when sorting by Status.
Resolution. Fixed the allergy table so the sort will work ascending or descending.

	DE169
	Patient Allergies
	Problem. Allergy/Adverse Reaction and Inactivity Date column names are improperly wrapping to the next line on view all Allergies/Adverse Reactions page.
Resolution. Fixed by putting css rule in to force the longer column header names to wrap properly.

	DE126
	Reports Tab
	Problem. Guidelines menu is not displaying in ePrescribing organization having only CDS Drugs premium service.
Resolution. Fixed by modifying the hard-coded data map to allow permissions to be set.

	DE218
	Patient History
	Problem. Patient Histories and Billing Reports were not saving when CPT & HCPCS codes had a  long description.
Resolution. Expanded the database columns to accept the full description of the CPT & HCPCS codes.

	DE245
	Patient History
	Problem. Multiple entries for Items under history displayed as a single entry 
( no comma or separation displayed) in IE7.
Resolution. Fix was added to  a style rule to force the list items to wrap in IE7.

	DE362
	Clinical Attachment Picker - History
	Problem. In the export & print attachments, the history shows as Active for an inactive description. In the messaging picker, the history detail correctly showed as Inactive. The history status was not updated in the export & print attachment pickers.
Resolution. Fixed the flag when retrieving histories to include inactive.

	DE181
	SOAP Notes
	Problem. When selecting  Prescription from a SOAP note, added one medication and clicked on Print and Approve or  Print Sample Handwritten script, the print out of the script is minimized and the script did not print.
Resolution. Fixed the issue by setting the timeout time to 1000 milliseconds when call setTimeout().

	DE402
	SOAP Notes
	Problem. When nurse enters the vitals on a patient visit,  for some reasons, after the provider writes their note and before finalizing, the temperature field displays the provider name instead of Nurse.
Resolution. Temp issue is fixed. Temperature fields is not updated with the provider when provider update the note.

	DE57
	Patient Problems
	Problem. System doesnot throw any error message for invalid date in Onset Date if entered for Add Problem.
Resolution. Proper validation checks in the GWT code were added for the Onset Date field.

	DE134
	Patient Problems
	Problem. Patient problems are not left justified in the patient summary panel.
Resolution. Added width control to the 3 columns that display in the Problems panel.

	DE139
	Print Clinical Attachments
	Problem. Spelling differs for “Print Clinical Attachments” in menu and and the lightbox.
Resolution. Fixed the issue by adding 's' to the lightbox for “Print Clinical Attachment”.

	DE375
	Growth Charts
	Problem. Navigating to Growth Charts was not working when accessed  through Patient Summary-Lab Requisitions screen.
Resolution. Code was refactored in this area and this link was updated to use the refactored code instead of the old code

	DE251
	Clinical Faxing – Clinical Notes
	Problem. When selecting multiple clinical notes to fax, all attached clinical notes have date of service and NoteID of first clinical note.
Resolution. Added note id and date of service when faxing multiple clinical notes.

	DE254
	Audit Report 
	Problem. A medication’s long description was not displaying on the Audit Trail Report.
Resolution. Changed the code to now pass the long description of a drug name to the audit object.


[bookmark: _Toc357778606]Known Issues
The following known issues have been reported for Care360 Labs & Meds 2013.2:

	ID
	Module
	Problem 
	

	DE905
	System Message
	Description. On the Lab Orders page, there is a UI issue when there is system wide message, the dropdown bleeds through.

	DE754
	Demographics
	Description. Incorrect inactive date (one day before actual inactivation date) is getting displayed when curser is hovered over the patient name from search result for the patient who was inactivated.

	DE414
	Clinical Messaging 
	Description. The received date/time is getting displayed under Sender section instead of Received Date/Time section in the Inbox for unread message and also when a message is selected.This issue seems to be corrected in Sent items but still exists in the Inbox.

	DE457
	Clinical Messaging
	Description. Lockdown machine IE6 issue:  Reason for Disclosure is getting displayed above the select recepient box on lockdown machine.

	DE710
	Clinical Messaging
	Description. IE9 Issue:  When the files in a direct message are saved to patient, the information (i) icon is getting displayed before the file name.  Sometimes the file name is also not aligned properly.

	DE644
	Lab Orders
	Description. On Lab Orders screen, the dropdown for selecting the diagnosis and test are getting displayed under the search box instead of getting displayed beside the search box.

	DE721
	Lab Orders
	Description. IE9  Issue: In the Order Pad, the DOS icon is placed in incorrect position - not inline with the test name and when curser is hovered over the DOS icon, the DOS description is getting displayed very far from the DOS icon.

	DE790
	Lab Orders
	Description. Tests selected from the Panel (test grid) of the Order Pad are not getting greyed out after selection.

	DE903
	Lab Orders
	Description. The orders originating from Labs and Meds are not displaying the secondary insurance carrier in SPOE.

	DE783
	ePrescribing
	Description.  Administered By and Date and Time values overlap on the Add Administered Medication screen.

	DE901
	ePrescribing
	Description. In the Add Reported Medication light box, if you hit X on the Reconcile screen, the light box grays out, but you are still able to Save/Cancel.

	DE765
	Radiology Orders
	Description. Disclaimer is not getting displayed for free text diagnosis when the radiology order is edited.

	DE814
	Radiology Orders
	Description. On the Favorite Radiology Procedures page, there is an issue where sometimes the View Favorites drop down will overlap the Add Favorites box.

	DE896
	Radiology Orders
	Description. When a (pending) radiology order is moved and it is associated to an order task, moving the order from Plan item from main app needs to correctly move the Plan item from iPad as well. But currently it is leaving a blank line item (in the note from where it is moved) in the iPad.

	DE614
	Patient Problems
	Description. IE8 Issue:  The help icon is positioned very far from the Onset Date on the Add Problem screen.

	DE800
	Clinical Attachment Picker –  Problems
	Description. Problems in the clinical attachment picker are not sorted correctly in ascending /descending order when the Onset Date column is clicked.  Getting sorted only by the month and date and not the year.

	DE865
	Patient History
	Description. In the Patient Summary - Hx - Add History page, there are spaces between some of the Hx terms.

	DE870
	Patient Problems
	Description. On the view all Problems page, the special character are not displayed correctly, if the user enters “can’t” for contractions, it is replaced like this “&#39;”

	DE740
	Billing
	Description. The Close {X} icon is missing when you access the billing details from the Billing Report screen.

	DE764
	Billing
	Description. If a SOAP note contains inactive or non billable codes and you click on Billing Details, the words inactive or non billable do not display beside the diagnosis code.

	DE703
	Clinical Notes
	Description. FF18 and IE9 issue:  The uploaded documents are opening in the same window when an uploaded document is selected from the view all Clinical Notes screen.

	DE732
	SOAP Notes
	Description. Associate User is positioned incorrectly in the SOAP note.  It has to be placed beside the Date of Service picker.

	DE766
	SOAP Notes
	Description. User is unable to update the data of the OB Education Flowsheet  via the main application when the OB Data was created from the mobile application.

	DE853
	SOAP Notes
	Description. In the SOAP note, when a length/height or weight value is removed, the BMI is still displaying the calculated value. BMI needs both values to calculate.

	DE857
	SOAP Notes
	Description. FF18 Issue: The Associate User field on the Add Addendum dialog box is displaying an empty drop down. 

	DE888
	SOAP Notes
	Description. When an order is removed/moved and it is associated to an order task, removing/moving the order from Plan item from main app will correctly remove/move the Plan items from iPad as well.". But currently this is not working".

	DE956
	SOAP Notes
	Description. Duplicate encounters are displayed in attachment picker for patient export.

	DE617
	Reports - Audit
	Description. Multiple view and override interation alerts are getting displayed in the Audit Report for a single drug-allergy interaction.

	DE763
	System Administration - Auditing
	Description. When you update the Employee ID field, the audit report is not creating a new entry for each update, instead an existing audit trail entry is getting updated.

	DE944
	System Administration – Add Pharmacy
	Description. When user try o add a pharmacy and leave the pharmacy type field blank in sys admin, a partial warning message is displayed.
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